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Runtime rule update

“Smart” IoT gateway:

Reduced transmission overhead?

Flexible in-band data parsing?

Reliable runtime ML update?
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Parameter updates: 

In runtime through table entry / control-plane 

updates. No data-plane pipeline updates.

Feature changes: Data-plane updates, requires 

re-initialization with a new P4 program.
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PlanterP4Pir

SYN → SCAN SYN → HTTP SYN → UDP

Initial Baseline P4Pir Baseline P4Pir Baseline P4Pir

Decision

Tree

ACC 0.995 0.460 0.998 0.360 0.999 NaN 0.886

F1 0.998 0.630 0.998 0.530 0.999 NaN 0.939

Random

Forest

ACC 0.999 0.994 0.997 0.340 0.998 NaN 0.999

F1 0.999 0.997 0.998 0.510 0.999 NaN 0.999
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Trained ML → M/A 

table rules & P4 code

Identify malicious traffic: 
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How to do traffic analysis & 

first-line of defense at gateway?

ML? How to be efficient?

Table 1: Preliminary results based on public dataset Edge-IIoTset [2]

SYN - DDoS TCP SYN attack, SCAN - vulnerability scanning attack, 

HTTP - HTTP flooding attack, UDP - UDP flooding attack. 

Initial: results when model only learns SYN. Baseline: results from static server-based model. 
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